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HOW WE USE YOUR PERSONAL INFORMATION (EMPLOYEES)

We, ng homes, are the controller of the personal information that we hold about you.  This means that we are legally responsible for how we hold and use personal information about you.  It also means that we are required to comply with data protection laws when holding and using your personal information.  This includes providing you with the details contained within this statement of how we hold and use your personal information, who we may share it with and your rights in relation to your personal information.

We have appointed a Data Protection Officer (DPO) who ensures we comply with data protection laws.  If you have any questions about this statement or how we hold or use your personal information, please contact the DPO by: e-mail at dataprotection@nghomes.net; telephone on 0141 560 6000; or writing to: Data Protection Officer, ng homes, Ned Donaldson House, 50 Reidhouse Street, Springburn, Glasgow, G21 4LS.

You can contact us by: e-mail at info@nghomes.net; telephone on 0141 560 6000; or writing to: ng homes, Ned Donaldson House, 50 Reidhouse Street, Springburn, Glasgow, G21 4LS.

Your attention is particularly drawn to section 3 of this statement, which confirms that you consent to your personal information and sensitive personal information being held and used by us as described in section 2 of this statement.

1. What personal information do we hold and use about you?

As part of your employment contract with us, we hold and use the personal information that you provide to us and / or other personal information that we may obtain about you from you and from third parties (including medical professionals, other professionals we may engage, technical systems we use to monitor our HR records, time recording system, training providers and pension providers) on an ongoing basis.  This includes your:

· name;
· contact information, including emergency contact / next of kin information;
· date of birth;
· gender;
· financial information, including salary, benefits, pension arrangements, bank account details, National Insurance and tax information;
· marital status, any dependents and emergency contacts;
· photograph (to identify you on our website and communications, if applicable);
· CCTV images;
· nationality, immigration status and information from related documents, such as your passport or other immigration-related information;
· DVLA checks, driving licence, vehicle insurance, MOT status (if applicable) and tax, if you need to drive a vehicle as part of your employment with us;
· recruitment information;
· biographical information (if applicable to your employment with us);
· recognition and awards;
· sickness and other leave records;
· sensitive personal information about your racial or ethnic origin, sexual orientation, your physical and / or mental health, trade union membership and / or religious or other similar beliefs (where you choose to share this with us);
· criminal records information, including Disclosure Scotland and / or Protecting Vulnerable Groups scheme checks (if applicable to your employment with us);
· grievances and / or complaints raised by you or involving you and / or conduct or disciplinary issues involving you, including any warnings issued to you;
· appraisals, performance reviews and performance improvement plans;
· qualifications, skills and training records;
· your employment history, including your start and end dates with previous employers;
· membership of professional bodies;
· your location information (if applicable to your employment with us); 
· time and attendance records;
· declarations of interest;
· signature (including electronic signature);
· references that we provide to others (on your request); 
· clothing and footwear sizes (if the provision of clothing and footwear is applicable to your employment with us); and
· your biometric data in the form of your fingerprint scan and / or facial ID. 
· we may record telephone conversations you have with customers, contactors etc. 

If you do not provide us with the above personal information, we may not be able to continue to employ you or to provide you with the benefits described in section 2 of this statement.  We may also be prevented from complying with the laws that apply to us, for example, to ensure your health and safety.

2. Why do we hold and use this personal information about you?

We use such personal information to:

· meet our responsibilities under the employment contract between us;
· pay your salary and benefits and deduct tax, National Insurance and pension contributions;
· comply with taxation, reporting and regulatory requirements;
· make decisions about salary reviews, promotions and your continued employment;
· monitor equality of opportunity;
· record absences, including the reason(s) for such absences;
· administer sick pay entitlement;
· determine your fitness to work;
· carry out right to work and other required statutory checks;
· deal with disciplinary and grievance matters;
· monitor and manage staff performance, conduct and attendance;
· protect your vital interests, for example, to notify your next of kin and / or obtain emergency medical assistance in the case of an accident involving you;
· deliver education and training;
· provide you with protective clothing and equipment;
· maintain our register of interests;
· check driving licence and vehicle status and insurance arrangements;
· comply with our legal duties and obligations as your employer and to comply with employment law requirements and our equal opportunity monitoring obligations;
· protect our personal information and systems and ensure business continuity;
· include information about you on our website and within other publications;
· undertake business management and planning, including accounting and auditing;
· check that you comply with restrictions on your activities that apply after your employment with us has terminated (if applicable);
· securely authenticate you for time recording and clocking in purposes;
· securely authenticate you on mobile devices via finger print or facial ID;
· comply with the terms of our loan agreements with our lenders;
· provide you with a reference; and
· protect and defend our legal rights in the case of a dispute between us.
· telephone calls may be recorded for the purposes of training and monitoring.  These recordings may also be provided to customers in the event that we receive a Subject Access Request.

3. What is our legal basis for holding and using your personal information?

Data protection laws require us to have a legal reason for holding and using your personal information.  Our legal reasons include:

· compliance with the employment contract between us;
· compliance with the laws which apply to us as an employer;
· protection of your vital interests; and
· protection of our legitimate interests – in the highly unlikely event that we do not have another legal reason, we may consider that we have a legitimate interest in handling and using your personal information, for example, to maintain employment records and to protect and defend our legal rights.  In those circumstances, we will always consider your legitimate interests in the protection of your personal information, and will balance those against our own legitimate interests in handling and using your personal information for the purposes described in section 2 of this statement.  
· compliance with the legal and regulatory obligations which apply to us as a registered social landlord including performance of a task being carried out in the public interest


In very limited circumstances, we may rely on your consent as the legal reason.  By providing us with your personal information and sensitive personal information (including your racial or ethnic origin, sexual orientation, your physical and / or mental health, your trade union membership and / or religious or other similar beliefs) and the personal information and sensitive personal information of other individuals (for example, your emergency contact / next of kin or dependents), you:

· consent to it being used by us as described in section 2 of this statement; and
· confirm that you have informed the other individuals if they are of 12 years old and above of the content of this statement and they have provided their consent to their personal information and sensitive personal information being used by us as described in section 2 of this statement.

You and the individuals have the right to withdraw your consent to us holding and using your and their personal information and sensitive personal information by contacting us.  Once you / they have withdrawn your / their consent, we will no longer use your / their personal information and sensitive personal information for the purpose(s) set out in section 2 of this statement, which you originally agreed to, unless we have another legal reason for doing so.

4. Who do we share your personal information with?

We may share your personal information with the following organisations for the purposes described in section 2 of this statement:

· Scottish Housing Regulator;
· HM Revenue and Customs;
· Home Office;
· Disclosure Scotland;
· our advisers, consultants, payroll providers and IT service providers;
· our solicitors;
· our pension providers;
· our insurers;
· trade unions;
· your doctor and other medical professionals;
· occupational health professionals;
· our clothing and footwear suppliers;
· our lenders;
· Police Scotland (in the case of actual or suspected criminal activity); and
· any other organisation that you authorise us to disclose your personal information to.

5. Will my personal information be sent outside the UK?

Some of the organisations who we share your personal information with (listed in section 4 of this statement) may be based outside the UK.  Their handling and use of your personal information will involve us transferring it outside the UK.  When we do this, we will ensure similar protection is afforded to it by:

· only transferring it to countries that have been deemed to provide an adequate level of protection for personal information as a matter of data protection law; or
· using specific contracts with such organisations, which are approved for use in the UK, and which give your personal information the same protection it has in the UK.

Please contact our DPO for further information on the specific mechanism used by us when transferring your personal information outside the UK.

6. How long do we keep your personal information?

We will only keep your personal information for as long as we need to for the purposes described in section 2 of this statement, including to meet any legal, accounting, reporting or regulatory requirements.  More information is contained in our data retention policy, which is available by contacting our DPO.

7. What rights do you have in relation to your personal information that we hold and use?

It is important that the personal information that we hold about you is accurate and current.  Please keep us informed of any changes.  Under certain circumstances, the law gives you the right to request:

· A copy of your personal information and to check we are holding and using it in accordance with legal requirements.
· Correction of any incomplete or inaccurate personal information we hold about you.
· Deletion of your personal information where there is no good reason for us continuing to hold and use it.  You also have the right to ask us to do this where you object to us holding and using your personal information (details below).
· Temporarily suspend the use of your personal information, for example, if you want us to check it is correct or the reason for processing it or to stop us from using your personal information altogether if we have breached data protection laws.
· The transfer of your personal information to another organisation, for example, the transfer of your training record to a future employer.
· That you are not subject to a decision solely taken by computer which produces legal consequences for or otherwise significantly affects you. 
You can also object to us holding and using your personal information where our legal reason is a legitimate interest (either our legitimate interests or those of a third party). 

Please contact our DPO if you wish to make any of the above requests.  When you make a request, we may ask you for specific information to help us confirm your identity for security reasons.  You will not need to pay a fee when you make any of the above requests, but we may charge a reasonable fee or refuse to comply if your request for access is clearly unfounded or excessive.

8. Feedback and complaints

We welcome your feedback on how we hold and use your personal information, and this can be sent to our DPO.

You have the right to make a complaint to the Information Commissioner, the UK regulator for data protection, about how we hold and use your personal information.  The ICO’s contact details are as follows:

Telephone:	0303 123 1113		Website:	https://ico.org.uk/concerns/      

If you would like to receive this statement in alternative format, for example, audio, large print or braille, please contact us.

9. Updates to this statement

We may update this statement at any time, and we will provide you with an updated version when required to do so by law.
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